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POLICY  

The Fifth Judicial District, Department of Correctional Services (the Department) provides and 
maintains the following forms of electronic devices and communication, messaging agents and 
electronic facilities: internal and external electronic mail (e-mail), telephone, text and voice mail, 
chat messages, Internet access, and computer hardware and software. As a condition of 
providing this technology, the Department enforces certain restrictions on its workplace use and 
restricts such use to Department business purposes. 

OBJECTIVE 

This policy outlines the use of electronic devices including personal cell phones at work, the 
personal use of business issued electronic devices and the safe use of electronic devices by 
employees while driving. 

PURPOSE 

The purpose of this policy is to promote a safe and productive work environment and increase 
public safety. This policy applies to both personal and department owned electronic devices. 

SCOPE 

This policy applies to all employees. This policy about electronic device usage applies to any 
device that has the capacity to complete one or more of these functions: makes or receives 
phone calls, leaves messages, sends text messages, surfs the internet, or downloads and 
allows for the reading of and responding to email whether the device is department-supplied or 
personally owned. 

DEFINITION 

Electronic Device: any handheld or wearable electronic device with the ability to 
receive and/or transmit voice, text, or data message without a cable connection 
(including but not limited to “Smart” devices, cellular telephones, digital wireless phones 
radio-phones, walkie-talkies, telephone pagers, personal digital assistants with wireless 
communication capabilities (PDA’s), or research in motion wireless devices (RIM). 

Smart Device: is an electronic device, generally connected to other devices or 
networks via different wireless protocols such as Bluetooth, NFC, Wi-Fi, 3G, etc., that 
can operate to some extent interactively and autonomously. 
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PROCEDURE 

I. Department Access 

A. The department reserves the right to retrieve and review any electronic device call log, 
message or file composed, sent or received. Although a message or file has been 
deleted or erased, it is still possible to recreate the message. Therefore, ultimate privacy 
of messages cannot be assured to anyone. Although e-mail and voice mail may use 
passwords for security, confidentiality cannot be guaranteed. It is possible for messages 
to be retrieved and viewed by someone other than the intended recipient. Furthermore, 
all employee passwords are known to and accessible by the department even in the 
absence of an employee. 

B. Personal electronic devices may not be used to defame, harass, intimidate, or threaten 
any other person. 

C. Employees are prohibited from using their electronic devices in any illegal, illicit or 
offensive manner. 

D. The department is not liable for the loss of personal electronic devices brought onto 
department property. 

II. Personal Electronic Devices, Cell Phones or Similar Services: 

A. Residential Facilities: 

1. While at work employees shall not have personal electronic devices within the facility. 
All devices shall be maintained in personal vehicles, or in provided locker. During the 
employees working hours, electronic devices can be a safety risk, interfere with 
employee productivity and be distracting to others. 

2. Employees may use the department landline phone for personal business when 
personal business is necessary, of an emergency nature or unable to be done 
outside of your normal working hours. Other personal calls/communications should be 
made during non-work time whenever possible and employees should ensure that 
their friends and family members are instructed of this policy. 

3. If an employee brings a personal electronic device into a facility the employee may 
become subject to disciplinary action up to and including termination. 

4. For the purposes of this policy Residential PO’s fall under the Field and 
Administration Services as listed below. 

B. Field and Administration Services: 

1. While at work employees are expected to exercise discretion in using personal 
electronic devices. Excessive personal calls during the employees working hours, 
regardless of the phone used, can be a safety risk, interfere with employee 
productivity and be distracting to others. 

2. Employees should restrict personal use of any nature during work time, and should 
use personal devices only during schedule breaks or meal periods in non-working 
areas. Other personal calls/communications should be made during non-work time 
whenever possible and employees should ensure that their friends and family 
members are instructed of this policy. 

3. If employee use of a personal cell phone causes disruptions or loss in productivity, 
the employee may become subject to disciplinary action up to and including 
termination. 

III. Personal Use of Department-Provided Cell Phones and Other Electronic Devices 



 
 

Page 3 of 3 

Policy: Electronic Device Use 
 

A. Where job or business needs demand immediate access to an employee the department 
may issue a business cell phone or other electronic device to contact an employee for 
work-related communications. Such phones are to be used for business reasons only. 

B. Employees in possession of department issued equipment and electronic devices such 
as cellular phones, radios, IPAD’s etc. are expected to protect the equipment from loss, 
damage or theft. 

C. Upon resignation or termination of employment, or at any time upon request, the 
employee may be asked to produce all issued electronic devices for return or inspection. 
Employees unable to present the device in good working condition within the time period 
requested (i.e. twenty-four (24) hours) may be expected to bear the cost of a 
replacement. 

D. To ensure the effectiveness of meetings and within community areas, cell phones or 
other electronic devices shall be turned off or set to silent or vibrate mode during 
meetings, conferences and in other locations where incoming calls may disrupt normal 
workflow. The exception to this procedure would be safety equipment such as dispatch 
radios or residential safety radios, however their volume shall be at a minimum level to 
avoid interruption. 

E. Department supervisors and managers reserve the right to request that the employee 
provide usage reports such as cell phone bills for calls made during the working hours of 
that employee to determine if use is excessive. 

F. Unless pre-approved by management personal cell phones shall not be used for 
department business. 

IV. Department Owned and Supplied Devices while Operating Motorized Vehicles 

A. All employees are expected to follow applicable local, state and federal laws and 
regulations regarding the use of electronic devices at all times and especially while 
driving. 

B. All employees whose job responsibilities include using their department issued or 
personal cell phone while operating equipment/machinery and/or driving a department 
vehicle or while driving any other business vehicle (rented, leased, and borrowed) or 
their own vehicle while conducting department business shall follow applicable local, 
state and federal laws and regulations. 

C. Use of department-owned vehicles, property or devices for personal business requires 
management approval. 

D. Employees who are charged with traffic violations resulting from the use of their 
phone/electronic devices while driving will be solely responsible for all liabilities that 
result from such actions. 

E. Employees shall report all moving violations, accidents or law enforcement contact to the 
Human Resource department within twenty-four (24) hours. Documentation of the 
incident shall be provided when requested. Violations of this procedure may be subject 
to the highest forms of discipline, including termination. 

V. Video or audio recording devices 

A. The use of electronic devices including “Smart” devices, camera phones, IPAD’s, PDAs, 
or other audio or video recording-capable devices within the department may constitute 
an invasion of employees’ personal privacy and may breach the confidentiality of the 
department’s protected or confidential information. Therefore, the use of non-department 
issued camera’s or other video recording-capable devices on department premises is 
prohibited without the express prior permission of management and of the person(s) 
present at the time. This prohibition is specifically applicable to restrooms and includes 
premises involved in quality control, security, maintenance and facility engineering. 


